This is the facet as documented in Part 84.  As you can see, we only mandated SKS PubSub Key Management and SKS PubSub Model Push.
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Problem #1
The SKS PubSub Key Management CU says this:
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SKS PubSub Key Management is mandatory, but the SecurityGroupType is pulled in through SKS PubSub Model which is optional.  	Comment by Brian Batke: I would question whether this needs to be Mandatory. The controller/SKS should know when a device is no longer needed, and would then remove keys or rotate as needed (if shared). I will ask Jack about what he & security WG thinks

Update: Jack also doesn’t think the Invalidate and Force methods would be required of a controller/SKS combo	Comment by Greg A Majcher: This would be a separate issue because I think the other information in SecurityGroupType is needed.  So the root of the issue is that SecurityGroupType was optional and I think it needs to be mandatory.	Comment by Greg A Majcher [2]: DECISION: PubSub Key Management should be made optional.
Decided in the 8/31/22 AWG meeting.
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I think we have two options to fix this issue; create a new CU that specifically calls out support for the SecurityGroupType, or just make PubSub Model SKS mandatory.  Making PubSub Model SKS mandatory then has the effect of bringing in one other type (SecurityGoupFolderType) that we did not want to require.  However in looking at the types, instances of SecurityGroupType probably belong in folders of SecurityGoupFolderType.	Comment by Gregory: Top level object support (PubSubKeyServiceType) with support of the GetSecurityGroup	Comment by Kenneth Lee: Not so clear how/whether this would bring in the support of SeucirityGroupType.

In any case, this options seems cleaner/less side effects than the second option.	Comment by Greg A Majcher [3]: The SecurityGroupType type does not need to be exposed, but the controller (on the SKS side) must have the implementation.

DECISION: The functionality of SecurityGroupType must be supported, but the type does not need to be exposed in the information model.
Decided in the 8/31/22 AWG meeting.	Comment by Georg H. Biehler: Making the model mandatory would have the effectr, that the SKS is exposed in the information model. We made the exposure of the PubSub model optional for a controller. 
If we want to keep that, we have to find a solution as not to expose the objects, but to offer the functionality.
Looks like also the SKS PubSub Model Push is wrong, since it expects the model exposed.  

Problem #2
During our discussions on SKS behavior we agreed that we did not want to require controllers to act as a general purpose SKS for the whole network.  It is analogous to having a CM on the controller that works to establish its own connections, but not all connections.  We made SKS PubSub Model Push mandatory thinking that this was the correct CU to specify this behavior.  The CU states the following:
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Unfortunately, the PubSubPushTargetFolderType specifies the AddPushTarget and RemovePushTarget methods as mandatory.  This effectively would open the controller to be a general SKS if exposed.	Comment by Georg H. Biehler: Again, as my comment above, exposing the model will add complexity. We need to offer the functionality, configure it through our EstablishConnections interface and by that having control over what is being configured (no general purpose).	Comment by Kenneth Lee: Wasn’t there a workaround that this method exists but roles (for the methods) are such that no external clients can use the method? Could this be an option? 
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My proposed solution here is to convince the PubSub WG to change these to Optional.  That would allow controllers to support the folder type without exposing the methods.	Comment by Brian Batke: Are we able to create a new facet that overrides the Mandatory rule in Part 14? Or is that not allowed for UA?

Or, alternatively, could we create another CU that requires pushing keys, but without supporting the KeyPushTargetFolderType?

Or, change the SKS ModelPush CU to not require the PushTargets folder (or make a new CU for that). Maybe that is essentially what I said in the previous paragraph.	Comment by Georg H. Biehler: Mandatory cannot be overwritten by a facet. Facet allows only to make optional things mandatory.	Comment by Greg A Majcher [4]: Write new CU that says, "The SKS pushes security keys to targets by invoking the SetSecurityKeys Method on the target."

DECISION:  We will create this new CU, make it mandatory, and make PubSub Model SKS Push optional.
Decided in the 8/31/22 AWG meeting.

Problem #3
The last problem deals with other text in SKS PubSub Model Push.  It states that the SKS will invoke the SetSecurityKeys Method on the target.  It is not clear to me that we have required support for that method anywhere.  The Method is part of the PublishSubscribeType as optional.
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There is no PubSub Model Base CU in the tool, so it is not clear how this type is pulled in.  It is clear that this type should be supported by any implementation that supports PubSub, but I am not sure we have that covered.  And since the method is optional, we would need a separate CU for that anyway.  My proposed solution is to write a new CU for support of the SetSecurityKeys and this would be required on all UAFX implementations.	Comment by Georg H. Biehler: As we need to support on one hand a way to set the security keys, a UAFX implementation has to expose this object and has to support the SetSecurityKeys mandatory.
However, on the other hand, we didn’t want to force a UAFX implementation to expose the PubSub configuration model … 

Means that we have to mandate this object (the top level object of the PubSub configuration model). For our facet, the SetSecurityKeys would be mandatory, all optional stay optional. The mandatory PublishedDataSets (DataSetFolder with only optionals) could be kept “empty”. The SupportedTransportProfiles and the Status need to be exposed.

All other things (e.g. connections …) do not need to be exposed.	Comment by Kenneth Lee: It seems like are specific CUs available as RC. Can we use these? 

Conformance Unit PubSub Publisher SetSecurityKeys (opcfoundation.org)
Conformance Unit PubSub Subscriber SetSecurityKeys (opcfoundation.org)


	Comment by Brian Batke: Ken, those CUs are already in the controller profile. So on the target (non-SKS) side, I think that is covered.

However, I think Greg has a point that there is no CU that would pull in the PublishSubscribeType. Then again, we have said that we are not mandating that the PubSub config model be exposed, so per haps not needed? Except: the SetSecurityKeys method would need the node id of the PublishSubscribe object.







image3.png
Attribute Value

BrowseName SecurityGroupType

IsAbstract Faise

References NodeClass | BrowseName DataType | TypeDefinition ModellingRule
Sublype of BaseObjectType defined in OPC 100005

HasProperty Variable SecurityGroupid String PropertyType Mandatory
HasProperty Variable KeyLifetime Duration | PropertyType Mandatory
HasProperty Variable SecurityPolicyUri String PropertyType Mandatory
HasProperty Variable MaxFutureKeyCount | Uints2 PropertyType Mandatory
HasProperty Variable MaxPastkeyCount Ulnta2 PropertyType Mandatory
HasComponent Method InvalidateKeys Definedin 842 Optional
HasComponent Method ForceKeyRotation Definedin84.3 Optional

nits

PubSub Model SK:

.





image4.png
[ SKS PubSub Model Push [Release Candidate] The SKS pushes security keys to targets from the
KeyPushTargets Folder by invoking the SetSecurityKeys Method on the target.
This includes support of KeyPushTargets Folder of the PubSubKeyServiceType.
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Table 37 — UAFX SKS Push Facet

Group Conformance Unit / Profile Title Optional
SKs SKS PubSub Model True
SKs SKS PubSub Supported Security Policy URIs True
SKs SKS PubSub Key Management False
SKs SKS PubSub Security Group Organization True
SKs SKS PubSub Push Target Organization True
SKs SKS PubSub Model Push False
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SKS PubSub Key [Release Candidate] The SKS provides support for the InvalidateKeys and
Management ForceKeyRotation Methods of the SecurityGroupType.




